


As part of this legislative effort the Transportation Security Administration and the Homeland 

Security Department were established to address the United State Government’s primary duty and 

responsibility to protect its citizens. But if the government fails to protect as in 9/11, hotels may 

bear greater responsibilities to their guests. 

 

However, perhaps the most significant development from the events of 9/11 is the awareness of 

need for greater vigilance and implementation of some forms of protection for hotels which invite 

guests and others into their facilities. Prior to 9/11, there were few security requirements except 

those based on protection from potential criminal activity wherein some civil liability for damage 

to guests and property might surface only after some prior criminal act had occurred. In other 

words, like the basis of liability for a first time a dog bit a mailman or an invitee to a home, a 

prior bite by the dog was necessary to show foreseeabilty; so “the dog got the first bite!”  

 

Many cases dealing with liability for hotels included a similar theory that required a prior bad or 

criminal act on the hotel premises before any liability attached because the act was not 

“foreseeable.” It was hornbook law that in order for an owner or operator of a facility to be liable 

to a guest or invitee, there must be a form of harm that is “foreseeable” and damage to the person 

or property.  

 

In lawsuits filed as a result of the 9/11 attacks against airlines, aircraft manufacturers and others, 

Judge Halerstein of the Supreme Court of New York held that the attacks were foreseeable in 

view of the prior history of attacks.
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The prior standard for hotels required the Innkeeper to “create a reasonably safe environment” for 

guests, but the events of 9/11 and similar attacks, when considered collectively, suggest that such 

attacks are now foreseeable, which requires the attention and appropriate action on the part of 

owners and operators in the hospitality industry.  

 

The question that must be asked is whether hotels should institute some additional security 

measures similar to those now mandated for airlines and airports, and whether the economic 

trade-off of cost savings of inaction and/or providing minimal security, is worth the risk and cost 

of liability in the event of a terrorist attack.   

 

Furthermore, such questions should consider whether more stringent anti-terrorism security 

concepts should be applicable only in “high risk” areas such as New York, Washington, Los 

Angeles, San Francisco and Chicago, and whether the foreseeable risks are the same in remote, 

“lower profile” locations.  

 



The new legal concept for assessing such risk is the “Totality of the Circumstances,” an analysis 

that includes the idea that terrorists might perceive that a target hotel might have lax security. If 

so, resulting publicity and political value of damage may be significant in the absence of owner or 

government antiterrorist and anticrime security procedures, thereby providing an invitation for an 

attack. Whether such decisions by terrorists or criminals are random or strategic, these acts are 

now foreseeable within the meaning of the law of premises liability using the “totality of 

circumstances” test.
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Security Regulations and Case Analysis Confirms Foreseeability             

 

The passage of the Aviation and Transportation Security Act
3
 (“Security Act”) establishing the  

Transportation Security Administration (“TSA”) within the Department of Transportation to 

perform pre-employment background checks, hiring, training and supervising of all security 

personnel, purchasing of essential security equipment, and addressing an extensive array of actual 

or perceived deficiencies that existed in transportation safety protocols, indicates that, as Judge 

Halerstein opined, attacks were considered to be foreseeable.  

 

Thus, the rules for aviation, including the processing of checked baggage through use of 

magnetometers,
4
 other electronic devices for luggage screening for explosives

5
 and strict control 

of access to secured areas
6
 all suggest that

 
review of some of these procedures might be useful for 

the hospitality industry even though similar government security support may not yet be 

available.
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The Patriot Act
8
 for the first time adds domestic as well as international terrorism to criminal 

statutes, therefore authorizing additional enforcement power for the Department of Justice 

(“DOJ”). Moreover, provisions of the act further emphasize that government believes further 

terrorist attacks are possible and therefore foreseeable, not only in the aviation context, but also in 

criminal and terrorist acts in the United States involving hotels and other public facilities. 

 

If Terrorist Threats are Probable and Foreseeable, Then What Action is Suggested for 

Hotels? 

 

Prior to 9/11, aircraft hijackers would use the threat of explosives in a baggage compartment, or 

use firearms, grenades and other conventional weapons in the passenger cabin, to coerce the 

aircraft crew into landing at a neutral site, and thereafter extract ransom money or the release of 

other terrorists in Western custody.  Flight crews were instructed to comply with the demands of 

these “traditional” terrorists and to land as instructed in order to avoid personal injury or death to 

passengers or crew. Indeed, commentators have noted that even if the checked baggage of every 

passenger on the four flights involved in the September 11 attacks had been processed through 

explosive detection machines, and even if the carry-on baggage screeners had seen box cutters in 



the terrorists’ carry-on bags, existing security measures would not have prevented the terrorists 

from boarding the aircraft with the box cutters, because box cutters did not appear on the list of 

prohibited items.
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The September 11 scenario was a model of creative thinking by the terrorists, using a mock 

hijacking which appeared similar to past hijackings and then using the aircraft as a missile to 

crash into buildings, and thus was a new and unanticipated strategy. Other examples include 

explosives in baggage checked in remote third world countries reach connecting flights,
10

 

checked guns and hand grenades,
11

entry to protected areas through unsecured back doors,
12

 and 

bombs concealed as a pizza in a briefcase.
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 The installation and apparent success of better 

security procedures by the aviation industry to address these types of patterns for terrorist attacks 

may suggest a greater current risk for other less secure facilities as noted in recent hotel attacks in 

the Far East and subways in London and Madrid.  

 

Indeed, hospitality industry risk managers must consider such possible alternative terrorism 

tactics and scenarios. If there are no magnetometers or explosive detection devices at entry ways 

of a hotel, how could management prevent entry to the hotel of a terrorist carrying a bomb or 

plastic components in a large suitcase, or worse, one containing a small nuclear device or dirty 

bomb? Similarly, could a terrorist driving a car or small delivery truck with a large cargo of 

explosives be detected before reaching the hotel entrance, lobby or service areas? Could a 

terrorist who checks in as a guest carrying materials to construct bombs in his room be detected 

and prevented from duplicating in the United States the scenario preceding the attack which 

occurred in Jakarta? And could a terrorist gain admittance to a hotel through one of the merchant 

stores backing up to the lobby or other exits if entry security is not required in the store lease? 

 

Risk managers should consider additional security in addressing these kinds of issues and the 

balancing of possible negative guest reaction to heightened security in comparison to liability, 

damage to the hotel’s reputation and future loss of business. A review of  existing General Third 

Party liability insurance coverage, terrorism riders if any, and war risk policies would also be a 

constructive exercise to determine coverage and whether new security protections might result in 

lower insurance premiums. If additional security procedures are not adopted, the owner or 

operator might have difficulty in defending lawsuits initiated by business invitees injured in a 

terrorist attack. The argument that “the attack was not foreseeable” or that “the government 

should be responsible for failing to discover the terrorist plot” may no longer be a viable 

argument. Indeed, that is what Judge Halerstein determined in the 9/11 litigation. New security 

approaches might be needed to avoid higher exposure to damages, and even possible punitive 

damage and harmful publicity affecting future guests.  

 



Congress initially enacted legislation providing for underwriting of terrorism insurance 

reimbursement for existing insurers, and insurance indemnity has been extended to other 

businesses in the form of the now extended Terrorism Risk Insurance Program Reauthorization 

Act.
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  But “bail-out” funds for  future terrorist attacks might not be available if heightened 

security procedures are absent. In assessing their risks, corporate managers and their experts need 

to evaluate the impact of developing premises liability law in various jurisdictions. 

                                

Premises Liability Was Expanded by September 11 Events 

  

New Definitions of Terrorism  Terrorist targets both inside and outside the United States have not 

been limited to airlines and airports, the Oklahoma City bombing, the 1992 World Trade Center 

bombing, the 1996 Atlanta Olympics incident, and many less publicized bombing and arson cases 

which were not designated as “terrorist” incidents, because there were no domestic terrorism 

statutes. Although the 1992 WTC attack was labeled terrorism, the perpetrators were prosecuted 

under criminal statue. Indeed most of the other terrorist-like incidents prior to 9/11 were 

considered criminal acts and were prosecuted under general criminal statutes such as murder, 

arson, espionage, kidnapping and aircraft piracy.
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  Title 18 of the United States Code as it existed 

prior to September 11 only contained a definition of “international terrorism.”
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The Britannica defines terrorism as “(1) the act of terrorizing, (2) a system of government that 

seeks to rule by intimidation, and (3) unlawful acts of violence committed in an organized attempt 

to overthrow a government.”
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  This definition suggests a required “intent” to achieve some 

political gain or to intimidate political adversaries is a necessary element of an act of terrorism. 

This concept is part of the definition of a terrorist act that would trigger the proposed United 

States government terrorism insurance program. The definition in the extended insurance 

provisions now defines an act of terrorism as any act that is certified by the Secretary of the 

Treasury, in concurrence with the Attorney General of the United States, to: (i) be an act of 

terrorism; (ii) to be a violent act or act that is dangerous to human life, property or infrastructure; 

(iii) to have resulted in damage within the United states, or outside the United States in the case 

of (1) an air carrier or vessel, or (2) the premises of a United State mission; and (iv) to have been 

committed by an individual or individuals as part of an effort to coerce the civilian population of 

the United States or to influence the policy of the United States, or to affect the conduct of the 

United States Government by coercion or to affect government policy. 

 

This definition creates a distinction between a previously defined criminal act such as murder 

requiring mens rea to kill, and the terrorist type of murder requiring the additional intent for 

political effect. The Patriot Act amended the prior statutes making domestic terrorism a crime 

when related to arson, fire, derailment, use of biological or other dangerous weapons, and 

interference with or conspiracy to attack. Therefore, many of these criminal acts which are not 

within the terrorism definition will not be covered by the government’s terrorism insurance, since 



there would not be the required designation of the event as terrorism by the Secretary of the 

Treasury or the Attorney General. As to those non-terrorism criminal events, general liability 

insurance (“all risk”) would be the source of coverage.   

 

Obviously in that instance there would by no government terrorism indemnity. If a review of 

security provided by the hotel was considered inadequate, the insurer might reserve its rights or 

withhold coverage. In Pan American World Airways, Inc. v. Aetna Casualty & Surety Co.
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 the 

court discussed the distinction between negligent / criminal activity and terrorism in determining 

the difference between the application of “war risk” and “all risk” insurance coverage for an 

accident caused by a terrorist bomb on a Pan American flight. The court concluded that unless 

“war” had been officially “declared” by a sovereign nation, terrorist activity was not covered by 

war risk insurance (the pre-curser for the U.S. government terrorism risk insurance). Only claims 

made under “all risk “ (GCL) policies would probably be honored,
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 and it would be prudent for a 

risk manager to carry a terrorism rider on those policies. 

 

Effect on Premises Liability   The revised statutes criminalizing “domestic terrorist” activity will 

be extremely useful in prosecuting terrorists for non-aircraft-related domestic terrorist attacks and 

might help with discovery efforts in related civil damage cases.  Although criminal statutes have 

some bearing on the exposure of transportation and commercial entities to liability for injury or 

death of passengers and guests, the questioned criminal activity might be foreseeable or 

anticipated based on the “totality of the circumstances” doctrine of premises liability.  

Commercial entity liability may differ significantly from airline liability where international 

treaties such as the Warsaw Convention provide for strict liability in airline disaster cases and 

case law makes the treaty-based claim exclusive.
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The events of 9/11 now provide the necessary forseeability of potential harm.  Previously, 

isolated criminal activity in buildings or on property would not generally establish liability unless 

the owner or operator of the property had a special relationship with the injured party.
21

  Most 

business invitees including hotel guests, however, qualify under the special relationship test,
22

 and 

courts usually impose a duty of reasonable care on the property owner or operator, treating the 

resulting criminal activity as a "defect" if information was available and reasonable analysis 

suggests the need for protective action against possible threats.  If a security review suggests 

possible defects in the process of responding to information about potential threats, liability 

typically will be established.
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  The cases indicate a tendency toward foreseeability.
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Based upon increased terrorist activity throughout the world, major security efforts brought to 

bear by Congress, and establishment of federal entities such as the Director of Homeland Security 

and the Transportation Security Administration, there is ample evidence that government officials 

believe that future attacks are foreseeable. Therefore, information regarding potential or 



anticipated criminal or terrorist activity, general risk in the particular area of concern, and a 

failure to exercise reasonable care under these circumstances will typically create liability
25

 under 

the “totality of circumstances” approach. 

                            

What Standard Will Apply to Premises Liability Issues? 

 

In a claim brought by persons injured or killed by criminals or terrorists in a jurisdiction 

recognizing either the premises liability doctrine or some other breach of duty / negligence theory 

of recovery, a court would instruct the jury to determine what standard of care should apply under 

the relevant law and whether “totality of the circumstances" is the governing concept. As noted 

above, commercial entities including hotels and restaurants should be aware that they are 

potential targets, and they should recognize that the threat of criminal activity and terrorism not 

only exists, but that it might surface anywhere.
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 Hospitality owners and operators should review 

their security to evaluate possible use of some of the referenced procedures even though cost and 

a possible negative effect on hotel guest might be a problem.  There is an argument that for a 

judge or jury to consider such benchmarks for hospitality entity security would be unfair because 

of the economic state of the industry, costs and the possible “fear effect” on hotel guests when 

they are subjected to heavier security.  

 

However, recent studies in the hotel industry suggest that such fear reactions by some guest age 

groups have been ameliorated by their observation and toleration of travel security at airports, 

federal buildings and sports complexes which have educated many potential guests to the 

inevitability and possible security advantages.
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Examples of selective use of aviation-related security procedures currently include: use of 

magnetometers to screen entrants; multiple security cameras in virtually all areas; screening of  

all employees; and stationing armed security personnel with or without uniforms in federal 

buildings, courthouses, some hotel properties in high risk areas, and in select U.S. railway 

stations. Depending on location and other circumstances hotels might implement many of these 

procedures and devices to supplement measures including better active coordination with police 

to cross reference guest check-in with photo ID cards against local law enforcement lists of 

possible offenders. Other concepts would be useful such as the development and practice of an 

emergency plan which includes employee assignments in an emergency, observation of guest 

behavior with an established reporting process, and procedures for security of the air 

conditioning, heating and electrical back up systems.  Consultation with independent security 

experts at a given location is probably a prudent step. Although protective countermeasures are 

undoubtedly expensive, their cost may pale in comparison to damages that can result from 

negligence litigation. 

 



Conclusion 

 

Negative publicity flowing from a terrorist attack or a criminal event and the consequent litigation 

could create serious damage to a defendant’s “Reputation Equity” thereby affecting sales, and in 

the case of a public company, its stock value.  The existence of enhanced security to emphasizing 

the security measures taken by the property owner will be useful for future business, for 

constructing the defense to lawsuits, and for renewal of liability insurance. Many insurance 

policies contain coverage exclusions for "war” (declared or undeclared), invasion, rebellion, 

insurrection, war-like operations, civil commotion and criminal acts. In reviewing the existing 

policies a risk manager or operator should take steps to include riders to cover terrorism and war 

as well as criminal activity. Arguments have been advanced that terrorist activities might fall 

within the exclusion clauses of commercial general liability insurance policies.
28

  Coverage for 

terrorism claims prior to September 11 was often initially excluded and subsequently provided in 

many policies through “buy-back” agreements, but until the government’s insurance subsidy 

program, many insurance companies cancelled coverage for terrorist acts after the September 11 

tragedies.
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 To cite a famous relevant aphorism on this subject from  “Don Quixote de la Mancha” 

by Miguel Cervantes, “Forewarned, forearmed.” 
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